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Background

In January 2009, Oakland voters established the City’s Whistleblower Program?® as a function of the
Office of the City Auditor. The Whistleblower Program receives reports of complaints and
allegations from City employees and residents, referred to as cases, on the quality and delivery of
services, wasteful practices, misuse of funds, and the improper activities of government officials,
employees, and contractors.

Managing the Whistleblower “Hotline” program requires substantial resources from this small
Office to accomplish the objectives of the program. The City does not directly compensate the City
Auditor’s budget for increased incident volume or annual Website application costs and
enhancements. Limited resources must compete with the Office’s other responsibilities to the
residents of Oakland.

Typically, whistleblower investigations are conducted by the City Auditor in tandem with auditors
and managers primarily within the confines of the Office. However, depending on the nature of the
case, the Auditor may coordinate the investigation with other City departments or, if necessary,
jurisdictions outside of the City of Oakland. All cases are given thorough consideration and closed
only upon the satisfaction of the City Auditor.

The City Auditor is committed to promoting the Whistleblower Program to City employees and
residents, as Whistleblowers play an important role in keeping government accountable.

2018 Whistleblower Program Outreach

The City Auditor has been conducting fraud awareness training at monthly New Employee
Orientations since 2015. The purpose of these trainings is to promote the Whistleblower Program
to City employees, who are a valuable source of information for discovering potential fraud. The
City Auditor’s Office conducted 12 Fraud Awareness Trainings in 2018 to 410 employees at New Hire
Orientation sessions.

Fraud awareness training offers several benefits. First, well-trained employees can identify and
report suspect activity. This emphasizes the City’s commitment to high ethical standards and

1 whistleblower Protection Act, CA Government Code 53087.6, Whistleblower Protection Ordinance (OMC 2.38)
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promotes compliance with regulations and standards. Second, when employees feel confident their
concerns are heard and taken seriously, morale improves and productivity increases.

Lastly, per the Association of Certified Fraud Examiners, whistleblower tips are the most common
method for the detection of fraud, and organizations with a hotline have a 46% likelihood of
detecting fraud from a tip, compared to 30% in organizations without one.?

The City Auditor also promotes the Whistleblower Program through social media and marketing
venues, presentations to City Council, Council Committees, and various Oakland community groups.
During the 2018 International Fraud Awareness Week, the Auditor further advertised the
Whistleblower Program through the distribution of posters and various other materials to nearly
100 City Departments and City-wide emails explaining the importance of fraud awareness (See
Appendix A for Fraud Awareness Week email sent to City of Oakland employees on November 16,
2018).

Filing a Whistleblower Report

The City’s confidential Hotline Intake Form and toll free Hotline number are accessible on the City
Auditor’s website at https://www.oaklandauditor.com/whistleblower/.

During the re-design of our new 2018 website, we consulted with ethics and compliance experts to
update the whistleblower intake page to ensure the on-line user experience is secure, easy to
navigate and language accessible. Take a moment to explore our new intake page
https://secure.ethicspoint.com/domain/media/en/gui/23089/report.html.

WHISTLEBLOWER

HOTLINE

CITY OF OAKLAND
Office of the City Auditor

T

REPORT AN INCIDENT FOLLOW
OR CONCERN UpP

2pssociation of Certified Fraud Examiners (ACFE), 2018 Report to the Nations. www.acfe.com
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In 2018, more than half (58 percent) of the whistleblowers chose to report anonymously. All

cases remain confidential throughout
reporter chooses to remain anonymous.

EXHIBIT 1

the investigative process, regardless of whether the

Whistleblower Reports by Intake Method - 2018

= Hotline Web = Hotline Phone = Walk-in/Mail/Email

Investigation Process

The City Auditor and staff thoroughly reviews every reportoversees all investigations (even when
the case is referred to another City department for assistance), and coordinates resources as

necessary so each case is resolved time

ly. In 2018, there were 23 cases referred, 8 of which were

referred to agencies outside of the City of Oakland.

Once a case is opened, auditors send

an acknowledgement to website and hotline reporters

encouraging them to check back for follow-up questions regarding the investigation. The

confidential reporting process prevents

the City Auditor’s Office from providing the whistleblower

with any updates, conclusions or actions taken to resolve the case.

The two factors most impacting the progress of each investigation include (1) the complexity of the

case, and (2) the availability of witnesses and evidence.
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The City Auditor’s Office categorizes cases as follows:

Substantiated: the case was determined to have merit when investigated and
recommendations for remediation were made to the City Administrator and to the
appropriate City department (See Appendix B For a list of allegations and resolutions
of substantiated cases).

Unsubstantiated: the case was determined not to have merit when investigated and
was closed.

Insufficient Information: the whistleblower did not provide sufficient information or
follow-up information to questions to proceed with the investigation.

Frivolous: City Auditor’s Office preliminary fact finding indicated the report was
without merit, or not serious enough to use City resources to investigate.

Referred to Another Department or Jurisdiction: the case was referred to other City
departments, requesting assistance with the investigation, or to jurisdictions outside
the City of Oakland (See Appendix C to read select examples of cases referred to other
departments and jurisdictions).

Substantiated Cases: The Importance of Taking
Action

For the Whistleblower Program to be effective, there needs to be consequences in place for
employees who commit fraud, misuse, or waste. It demeans the goals of the program when
appropriate actions are not taken by City Management to hold employees responsible for, or to
remediate the root causes of, improper behavior.

When program statistics show trends of improper employee behaviors and incidents occurring
without consequences, those who are aware of misconduct become discouraged and lose trust in
the Whistleblower Program and more generally, government. When perpetrators come to learn
there will be no, or insignificant, consequences, they and their co-workers may feel empowered to
continue violating City policies. The City’s reputation for their inability or unwillingness to address
improprieties is reinforced and good employees begin looking for more ethical work environments.

Allegations are also regularly referred to Fire and Police Department’s Internal Investigation Units.
Despite this, OPD and OFD allegations may come to the Whistleblower Program most likely because
the reporter has either exhausted internal complaint processes or does not have confidence that

4




Office of the City Auditor
Whistleblower Program Annual Report —Jan. 1 to Dec. 31, 2018

complaints will be addressed. The City Auditor must regularly follow up to ensure statutes of
limitations are not exceeded and that investigations are in progress.

Reports Received in 2018

The City Auditor’s Office received 59 reports through the Whistleblower Program in 2018. Exhibit 2
shows the number of cases by type of reported violation.

EXHIBIT 2
Report Type

[iny
N

Violation of City Policies

Misuse of City Assets, Theft, Embezzlement
Misconduct or Inappropriate Behavior

Other

Hiring Irregularities

Falsification of Contracts, Reports or Records
Environmental Protection, Health or Safety Law Violation
Wage Theft

Accounting and Auditing Matters

Inquiries and Suggestions

Improper Supplier or Contractor Activity

| Violation of CityPolicies | 12 |
| Misuse of City Assets, Theft, Embezzlement | 8 |
| Misconduct or Inappropriate Behavior | 6 |
jover 0000000 &
| iring Iregqularites | 6
| Falsification of Contracts, ReportsorRecords | 4 |
| Environmental Protection, Health or Safety Law Violation | 5 |
| wageThet | 3
| Accounting and Auditing Maters | 3 |
| Inquiries and Suggestions | 3 |
| Improper Supplier or Contractor Activy | 2 |
Dawpivacy | 1

Data Privacy
Total Reports

a1
©

2018 Most Common Cases

The most common Whistleblower case types in 2018 are described here and were substantiated, in
full or in part, and resulted in the City Administrator taking no, or some corrective or preventive
action. The nature of these cases demonstrates the value of the City’s Whistleblower Program.

1 Misuse of City Assets, such as vehicles, computers, cell phones and other property
as defined in Administrative Instruction 4402-Use of City Vehicleand
Administrative Instruction 97Electronic JoRelated Tooldse of City of Oakland
assets for personal use is contrary to City policy and creates an impression that
City employees, as public servants, are not using taxpayer provided resources as
intended.

1 Wage Theft/Neglect of Duties, including vacating City job responsibilities to work
another job, falsifying time cards, abusing overtime, and improper receipt of pay
premiums, as defined in Administrative Instruction 595-Employee Conflicts of
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Interest/ Incompatible Activities

1 Nepotism, which relates to the hiring or special treatment of family members, as
defined in Administrative Instruction 92-Anti-Fraternization policy.

The City Auditor’s Office has received between 48 and 65 reports annually since 2015. Due diligence
is applied to each Whistleblower case received. Although many cases can be investigated and closed
quickly, others are more complicated, require additional effort and will take longer to resolve. Some
of these cases may be open at year-end and will be included in the work plan for the subsequent
year. Exhibit 3 shows the yearly statistics of cases opened, closed and pending from previous years
since 2015.

EXHIBIT 3

Cases Opened - Closed - 2015 to 2018

M Cases Closed  m Cased Opened Pending from prior year(s)
90
80
16
70 21
37
22
60
50
40
65
30 59 59
52
20 37
10
14
0
2015 2016 2017 2018 2019
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2018 Closed Cases

We investigated and closed 66 cases in 2018, which included cases in progress from the prior
year. Exhibit 4 summarizes the number of cases investigated and closed in 2018:

EXHIBIT 4

Cases Investigated & Closed - 2018

OPD

Non-Categorized Case
Public Works

OFD

Other City Departments
IT

DOT

Outside Agency
Housing & Development
OPR

Human Services
Finance

City Council Offices
0 2 4 6 8 10 12

*Non-Categorized cases are reports not about City departmantsitside agencieshese cases may,
however, have been referred to applicable City department to resolve.

** QOther City Departments: Sum of departments that only had one case.

*** Qutside Agency cases are cases where a Whistleblower has reached out about aroatsdey
of the City of Oakland.
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2018 Pending Cases

The Office of the City Auditor is currently investigating 14 open cases. Exhibit 5 summarizes the
open cases, as of year-end 2018, by type of reported violation.

EXHIBIT 5 I
Misuse of Assets or Services, Theft 4
‘WageTheft -

Improper Suppller or Contractor Activity

Reports of Retaliation

There were 2 cases of retaliation in 2018 and both were unsubstantiated. Retaliation against
whistleblowers is illegal and is defined as any adverse employment act, including discharge,
discipline or demotion. It is further defined by Oakland Ordinance 2.38.040, as follows:

No officer or employee of the City of Oakland shall as¢hreaten to useany
official authority or influence to restin or prevent any other person who is acting
in good faith and upon reasonable belief as a whistleblower.

No officer or employee of the City of Oakland shall use or threaten to use any
official authority or influence to cause amgverse employmentaction as a
reprisal against a City officer of employee who acts as a whistleblower in good
faith and with reasonable belief that improper conduct has occurred. [emphasis
added]

An adverse employment actioffior purposes of a retaliation claim includes firing and demoting; a
lateral transfer; an unfavorable reference (that had no effect on a prospective employer’s hiring
decision); and the imposition of a more burdensome work schedule.

To establish retaliation, the whistleblower must demonstrate by a preponderance of evidence, the
complainant’s engagement in a protected activity was a substantial motivating factor for an adverse
employment action.
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Conclusion

The Whistleblower Program continues to be an asset to the City of Oakland, encouraging ethical
behavior and accountability and helping to create community trust in our government and its
officials. Additional program benefits include:

1 Providing an anonymous means for employees and the public to submit reports,
which protects whistleblowers’ confidentiality and encourages individuals to
report improper activities.

91 Deterring future fraudulent behaviorby increasing the perception by potential
perpetrators that the acts they have engaged in or are contemplating will be
detected and punished.

1 Providing data that can be used to identify systemic probleima department or
program.

For questions regarding this report, please contact the Office of the City Auditor, at
cityauditor@oaklandca.gov or (510) 238-3378.

If you would like to learn more about the Whistleblower Program, please visit our website at
http://www.oaklandauditor.com/or contact our office directly attyauditor@oaklandca.gov.

Stand Up for Our City
Whistleblower Hotline (888) 329-6390

www.OaklandAuditor.com

(=] ¥y [m]
=]
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APPENDIX A - Fraud Awareness Email to City Employees

FRAUD AWARENESS WEEK

> ‘\\\¢>‘
>

CITY OF OAKLAND

: An act of deception intended for personal gairto

cause a loss to another party.

Office of the City Auditor November 16, 2018

IF YOU
SEE
SOMETHING,
SAY
SOMETHING!

OAKLAND
WHISTLEBLOWER
PROGRAM

Submit complaints
anonymously, 24/7

Whistleblower
(888) 329-6390
or online
www.OaklandAuditor.com

Dear City Employees:

It is Fraud Awareness Week! The Office of the City Auditor is providing City
employees with tips, fraud facts, and suggestions for defending against fraud,
as well as information about Oakland’s Whistleblower Hotline program,
managed by the City Auditor.

Fraud Awareness Week is dedicated to the detection and prevention of fraud.
When our employees have a good understanding of the workings of fraud, they
are better equipped to step up and take a role in the prevention of wrong-
doings against our City.

Per the Assaciation of Certified Fraud Examiners (ACFE):
1 Whistleblower tips are by far the most common initial detection
method of fraud.
9 The longer a fraud lasts, the greater the financial damage it causes.
9 To check out the AFCE’s full report, click here.

Some Common Examples of Fraud or Misuse of City Resources are:
Running an outside business on City time, with City resources.
9 Unauthorized use of City vehicles or using for personal business.
9 Falsifying time cards — reporting time not worked.

Oakland Whistleblower Program

The Whistleblower Hotline is a confidential means for Oakland City employees,
contractors, citizens and other interested parties to report incidents that may
be acts of wrongdoing or wasteful practices. Whistleblower tips from Oakland
City employees have led to substantiated investigations and recovery of fines.
To learn more about fraud prevention, tips for defending against fraud, and our
Whistleblower hotline, please visit our website at:
https://www.oaklandauditor.com/news/

Thank you for joining me in recognizing Fraud Awareness Week!

Brenda D. Roberts, CPA, CFE, CIA | City Auditor
www.OaklandAuditor.com

Sign up for Email Updates or Text AUDITOR to 22828 ﬁ u
Independent City Auditor. Working for a Better Oakland.
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APPENDIX B - Summaries of Substantiated Cases

The City is losing revenue because parking
violations are not enforced. There are not
enough parking technicians.

Department responds that good
enforcement depends on filling vacant
positions for Parking Technicians and are
working to hire and recruit candidates.

City employee working a second non-City job
during City work hours and was compensated
by City and other employer.

Department and City Administrator took
no action.

Garbage bags containing sensitive personal
information were left by an unknown person
on a City street.

OPD was notified, they removed the
materials, and properly disposed the
sensitive data.

Community members reported 8-10 Oakland
Police officers in uniform convening for an
event in a venue outside the City of Oakland,
and questioned the reason for a large group
of Oakland officers, appearing to be on duty,
but outside the City of Oakland.

OPD did not respond.

Employees did not obtain certifications or
credentials required by City policies and
regulatory requirements for their job duties.

Once brought to their attention, the
Department scheduled required
certification trainings.

Employee uses City mobile phone for
personal use (web searches, web purchases,
personal calls) in violation of City
Administrative Instruction 140-Use of
Electronic Devices.

Department acknowledged excessive use
of City phone by employee and has
instituted training and enforced the
monitoring of City mobile devices.

Employees used City vehicle to travel outside
City boundaries without authorization or
approval, in violation of City policies.

Department acknowledged the violations
and instituted training for employees and
supervisors.

11
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City vehicle double parked for nearly one
hour, facing opposite direction of trafficon a

Department has confirmed violation and is

8 ; . ) developing a plan for discipline and
public street causing hazardous traffic . ping a p P
. training.
conditions.
Although Management accommodated
. I employee with more flexible work hours,
Employee brought minor child into the work ploy . . oy
. . . the employee continued to bring child into
9 | on several occasions without prior approval . - .
. the workplace without finding alternative
from supervisor. .
childcare arrangements. Further personnel
actions are pending.
City approved a contractor to install The department did not realize they
10 | equipment on public property without the needed to obtain installation permits.

necessary permits.

Subsequent actions are pending.

12




Office of the City Auditor
Whistleblower Program Annual Report —Jan. 1 to Dec. 31, 2018

APPENDIX C - Examples of Referred Cases

Allegation Referred to:

Alleged fraud committed by a vendor at a
non-City agency, through misstatement of | Alameda County District Attorney for

1 . -
revenues and expenses, wrongful investigation.
transactions, and destroying documents.
Business accused of not paying Cit . . .
2 paying Mty City Revenue Department for investigation.

business taxes.

Tenant claimed chronic pest infestation in
3 | an older multi-unit housing facility, not
addressed by property owner.

Alameda County Vector Control for
investigation.

Business is storing heavy equipment, parts
4 | and large inventory items, encroaching on
City streets.

City department to determine resolution
with business owner.

Residents complained that a business
located in a residential area sets off illegal | OPD and Code Enforcement for
fireworks and mini bombs at random investigation.

times.
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